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Connectivity and data management are 
vital for point-of-care testing
Karen Carver, MT; Zach Fortuna, MLS, CPP; Steven Valorz; Carol Wise MT(ASCP)

Earning CEUs
See test on page 18 or online at www.mlo-online.com under the 
CE Tests tab. Passing scores of 70 percent or higher are eligible 
for 1 contact hour of P.A.C.E. credit.

LEARNING OBJECTIVES
Upon completion of this article, the reader will be able to:

1. Describe the role and responsibilities of a 
point-of-care-coordinator.

2. Discuss the uses and benefits of a data management system 
as it relates to operator, device, and result management.

3. List different types of reports a data management system 
can generate.

4. Discuss additional features and benefits of a data 
management system.

CONTINUING EDUCATION :: POCT

A s the demand for point-of-care testing (POCT) continues 
to grow and the testing becomes more complex, it is more 
important than ever to be able to track and monitor all 

aspects of a POCT program and get all test results into the 
patient record in a timely manner. The pandemic made it clear 
that POCT is crucial and can take place just about anywhere 

— retail locations, campus parking lots, physician office labs, 
clinics, and mobile vans. Along with expanding locations, POCT 
has moved far beyond just glucose and urine dipsticks.1 We 
are now seeing devices that are usually considered ‘main lab’ 
moving out to these decentralized locations. No matter the 
location of the testing, the responsibility for the management 
of the testing, most often, still falls on laboratory personnel. 
Device connectivity and a robust data manager are imperative 
for a successful program by providing testing that is safe for 
patients and helping meet accreditation requirements.

Using connectivity to manage all device 
operators at the point-of-care
A point-of-care coordinator (POCC) (or technical consultant) 
has many responsibilities and one of the most important is 
operator management.  As POCT expands, the coordinator has 
responsibility for educating, training, and assessing competency 
for anyone preforming testing outside of the main laboratory. 
This testing includes waived, non-waived, and in some case 
provider-performed microscopy (PPM) testing. Testing personnel 
can include certified nursing assistants, patient care technicians, 
nurses, respiratory therapists, perfusionists, and physicians. 

A data manager is essential for the program to successfully 
track those who are qualified or certified to perform both waived 
and non-waived testing. The testing can be performed on a 
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POCT device or be a manual, lateral flow-type test. Whether 
your lab is inspected by the College of American Pathologists 
(CAP), The Joint Commission (TJC), or Commission on Office 
Laboratory Accreditation (COLA), the medical director and 
the POCC are responsible for ensuring that testing personnel, 
often referred to as device operators, are trained and competent 
to perform testing. 

A POCT data management system allows the POCC to enter 
all operators into a single electronic data base where they can 
give certifications for all testing done by each operator once 
initial training is complete. Qualifications such as diploma 
or license numbers can be documented within the system as 
having been verified.

Often, a data management system will allow the POCC 
to enable an automatic recertification for device operators 
based on very specific criteria that must be performed suc-
cessfully for the operator to continue to perform testing. 
The criteria can include successful completion of quality 
control (QC), patient samples, and/or proficiency samples 
along with a quiz. Having a data management system also 
allows the POCC to document who directly observed opera-
tors’ performance of routine patient testing in order to meet 
regulatory requirements. The observation is then captured as 
part of the operator competency and can be used as criteria 
for automatic recertification.2

Using connectivity to manage all 
devices at the point-of-care
A POCT program can have many devices connected to the 
data manager (Figure 1). If the program had to connect the 
individual devices directly to a laboratory information system 
(LIS), the cost would be prohibitive.  By connecting all POCT 
devices to a single data manager, only one interface is needed 
between the data manager and the LIS to get all the results to 
the patient record, unless there is an additional interface from 
the LIS to an electronic medical record (EMR). The data manager 
allows the POCC to view all devices and look for those that 
haven’t downloaded recently. In some cases, the POCC can sync 

a device with the click of the mouse. Depending on the device, 
the POCC can view error logs sent to the data manager and can 
also document device maintenance in the system. Being able to 
view the communication status and act upon the information 
ensures that patient results are being transmitted to the patient 
record in near real time.

Device communication – bidirectional 
and unidirectional 
When devices are connected to the data manager in a bidirec-
tional manner, results come from the device(s) into the system 
and the system can also send a list of valid, certified operators 
to the device.  This provides true operator lock-out at the device, 
making it nearly impossible for an untrained, unapproved op-
erator to perform testing. 

For unidirectional devices and manual tests, only results are 
received by the data manager; operators aren’t ‘locked out’ from 
performing testing; however, the data manager can ‘flag’ results 
that are performed by an ‘uncertified operator,’ thus alerting 
the POCC of a potential issue. The POCC can still send those 
flagged results to the patient record if needed, but it gives the 
POCC the opportunity to be alerted and investigate the issue. 
In some cases, it may be that the operator was certified in the 
past, but the certification expired (certifications are usually for 
either six months or one year) and simply needs to perform 
his/her annual competency. 

Using connectivity to manage all test 
results at the point of care
POCT programs range in size from a single institution with 
only glucose devices connected and 50 operators to a very large 
integrated delivery network with many institutions, device types, 
manual tests, and upwards of 5,000 to 10,000 operators. Along 
with operator management, having device connectivity and 
manual test entry through the data manager allows the POCC 
to manage all test results performed outside of the main lab. 
For large health networks, that translates to millions of POCT 
results per year. 

CONTINUING EDUCATION :: POCT

Figure 1. POC devices connected to a single data manager.
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be flagged by the data manager and held for investigation by 
the POCC.3

Quality control results from all devices and internal and 
external controls for lateral flow tests must also be monitored 
and reviewed for compliance. For devices with quantitative 
results, the QC results download to the data management 
system, and the POCC can review individual results or view 
QC using Levey-Jennings (L-J) charts. L-J charts allow the 
reviewer to look for trends and shifts in QC and address issues 
accordingly (Figure 2). The L-J charts also show the statistical 
analysis for each device, including range, mean, standard 
deviation, and percent coefficient of variation (%CV). The 
reviewer can mark individual results and charts as reviewed 
and add additional review notes. The POCC can also handle 
any QC outliers and ensure QC passed prior to running 
patient tests.4

When asked for by an accreditation inspector or surveyor, 
the L-J charts are easily accessible to show proof of compli-
ance. The POCC must also review qualitative QC to ensure 

the external controls are being performed successfully. For 
internal QC performed with the patient test, any failures can 
be flagged and those results held so that they do not go into the 
patient’s medical record. Failed QC results, whether quantita-
tive or qualitative, can alert the POCC to possible issues with a 
device or the need for retraining if a specific operator continues 
to struggle with performing QC. 

Some devices require linearity or calibration verification upon 
initial implementation, and most moderately complex devices 
require linearity every six months.  By having POCT devices 
connected to a data manager, the operators can perform the 
linearity testing and those results download to the data manager 
for review by the POCC/TC.  The linearity results are graphed, 
and statistical data is generated, including slope, Y-intercept, 
and percent correlation coefficient (Figure 3).   

The POCC can review the linearity charts, verify reportable 
ranges and adjust a range if needed. In a large system with 
many connected devices requiring linearities, it’s crucial for the 
POCC to be able to have one place to review and store those 

Understanding the difference between waived and 
non-waived testing:
Before the Clinical Laboratory Improvement Amend-
ments of 1988 (CLIA), there was little to no testing 
being performed outside of the main clinical labora-
tory. Since CLIA, the number of CLIA-approved waived 
tests has risen dramatically, from 8 to over 1,400. 
People often use the terms “point-of-care testing” 
and “waived testing” synonymously. However, this is 
not an accurate statement. Point-of-care testing also 
includes non-waived testing, which is divided into two 
categories: moderate-complexity testing (including 
provider-performed microscopy) and high-complexity 
testing. It is important to understand the difference 
between waived and non-waived testing and how each 
applies to POCT. This will ensure that compliance with 
state and federal regulations and accreditation require-
ments are met.

CLIA waived testing: Tests with simple procedures 
that pose little chance of a negative outcome if the test 
is performed inaccurately/incorrectly.

Requirements:  
• Must have a CLIA certificate of waiver.
• CLIA does not require policies for assessing person-

nel competency for waived testing. 
• Even though CLIA has no specific requirements for 

personnel performing waived testing, there needs to 
be a way to ensure that patient test results are correct 
to assist in making an accurate patient diagnosis. 

• Testing personnel must follow all manufacturers’ 
instructions. 

• Usually requires staff to have minimal education, i.e., 
high school diploma 

• If a laboratory is accredited by CAP or TJC, it may 
need to consult their standards.
Some examples of waived tests:

• Bedside glucose 
• Urinalysis
• Pregnancy
• Rapid strep

CLIA non-waived testing: Moderate complexity, 
high complexity, and provider-performed micros-
copy (PPM).

Requirements:  
Personnel performing non-waived testing must have 

documented initial training by a technical consultant 
(TC) prior to patient testing. A TC must have a bachelor’s 
degree in a chemical, physical, biological, or clinical 
laboratory science or medical technology with at least 
two years’ experience in non-waived testing. The TC’s 
training and experience must include the discipline(s) 
in which the individual is providing consultation.

Evaluating and documenting competency of person-
nel responsible for testing is required at least semian-
nually during the first year the individual tests patient 
specimens (once at six months, once at one year). 
Thereafter, competency assessment must be per-
formed at least annually through the following: 
• Direct observations of routine patient test 

performance
• Monitoring the recording and reporting of test results
• Review of intermediate test results or worksheets, 

quality control records, proficiency testing results, 
and preventive maintenance records

• Direct observations of performance of instrument 
maintenance and function checks – quality control 

• Assessment of test performance through testing pre-
viously analyzed specimens (proficiency samples)

• Assessment of problem-solving skills (quizzes)
Personnel performing non-waived testing are usu-

ally required to have higher education (beyond HS 
diploma) and in some cases licensure (Registered 
Nurse, Respiratory Therapist, Doctor of Osteopathy, or 
Medical Doctor).

Some examples of non-waived testing:
• Blood gas 
• Activated clotting time (ACT)
• Fern test – PPM

CONTINUING EDUCATION :: POCT
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records electronically, reducing printing costs and increasing 
efficiency.  Again, verifying the performance of the device aids 
in ensuring accurate patient results.

A quality POCT program will also include the performance 
of proficiency testing (PT). Proficiency samples are run at the 
device and downloaded to the data manager. The results can 
be reviewed and stored electronically in the data management 
system. The POCC can mark the proficiency results as reviewed 
and indicate whether the testing was successful or unsuccessful 
once the assessment is received from the proficiency testing 
provider. The POCC uses the proficiency samples to monitor 
device performance and that the operator is handling samples 
correctly and performing testing correctly. A device may need 
to be taken out of service or an operator retrained in the event 
of failed proficiency.  Reviewing and storing the proficiency 
results in a data management system eliminates printing and 
storage of paper documents and reduces the risk of lost or 
misplaced information.  

 Harnessing the management of manual or lateral flow-type 
test results, such as pregnancy, rapid strep, and fecal occult blood, 
has always been problematic. In the past, results were often 
manually written in the patient’s chart, with no documentation 
of passed internal QC, kit lot numbers, or who performed the 
test. The results were easily lost or overlooked when they were 
handwritten “somewhere” in the chart. A data management 
system that utilizes a manual test entry (MTE) feature allows 
the POCC to not only configure the result entry fields but also 
to track operators who are trained and certified to perform 
manual tests. 

The certified operator enters the patient result, internal QC 
result, and if set up to do so, the kit lot numbers. Once entered, 
those results are evaluated by the system and if all information 
is entered correctly, the manual test result is sent to the patient 
electronic medical record (EMR). If the internal QC is invalid, 
the POCC can hold those results in the data manager so that 
the patient result is not sent to the EMR. The benefit of having 
all the documentation for the manual test and the result in the 
EMR far outweighs the minimal amount of training for the 
operator to use the MTE feature. 

Using connectivity to manage test 
materials at the point of care
The POCC can enter all test materials, including strip/reagent/
kit lot numbers, QC lots, linearity lots, and proficiency sample 
IDs in the data manager. The POCC can enter the test materi-
als with manufacturer’s expiration date, along with acceptable 
ranges for QC and linearity. For devices that have bidirectional 
communication, the test materials are sent to the device, and the 
operators are not allowed to use materials that have not been 
entered in the system. The acceptable ranges are also sent to 
the device allowing the operator to be alerted by the device if 
QC or linearity results are out of range.  

The data management system should also provide inventory 
tracking so that the POCC can plan ahead, making sure test 
materials are ordered in a timely manner. For unidirectional 
devices and manual tests, the system can be set up to flag 
results performed using new test materials that are not yet 
validated, and those results can be held or sent to the patient 
record. In this case, the POCC would be alerted and can in-
vestigate why the materials were used or can validate them 
and put them into use. Being able to track all lot numbers 
and inventory in the data management system eliminates the 
need for paper logs and ensures test materials are validated 
prior to use.

Reports manage key performance indicators
A POCT data management system will provide the ability for 
the POCC to generate various reports, which can be used as 
part of the laboratory’s key performance indicators. The POCC 
can also send reports to the various nursing unit managers or 
device operators as needed. Example reports may be ‘Criti-
cal values for a given time period’ or ‘Operator certifications 
expiring soon.’ The system should have a wide range of report-
ing capabilities that a POCC can use for quality assurance 
purposes and for communicating to testing personnel and 
unit managers. The reports can give insight into the overall 
health of the POCT program — what is going well and what 
areas may need improvement. 

Additional features of a data management 
system at the point of care

Managing compliance and competency
A data management system may provide the POCC with the 
ability to create quizzes and assign them to the operators as 
part of their competency assessment. The successful completion 
of the quiz can be used as criteria for auto-recertification. The 
data manager may also be able to interface with an external 
learning management system (LMS) through a direct inter-
face or through a file-based data import. Like the integrated 
quiz, the successful completion of the LMS course can be 
documented in the POCT data manager and used as criteria 
for recertification.5

Managing access to the data management system
Another feature of a data management system would be per-
mission-based access to the system. A POCT program might 
not have 24-hour, 365-day coverage and the permission-based 
access allows the POCC to give access to the data manage-
ment system to those who can assist with daily operations. For 
example, the program may have nurse educators who help train 
new personnel on the use of a glucose meter. The POCC can 
give system access to nurse educators to enter new operators 
and give glucose certifications in the system. The educators 
will have access to only the operator management function.  
Having additional staff resources access the system as needed 
for certain functions creates efficiency and uninterrupted service 
to the testing locations.

Using other programs to enhance the use of the 
data manager
Lightweight Directory Access Protocol (LDAP) or Active 
Directory is a great feature that can be used with the data 
management system. Manually entering new operators is 
very time consuming, especially with the current staffing 
issues found nationwide. This feature provides a means for 
the operators to be automatically added, edited, or removed 
from the data manager. The Active Directory that may already 
exist at an institution can be set to sync with the POCT data 
manager to add new operators to the system based on specific 
criteria. The sync can also remove operators who no longer 
work in the facility or network (such as travel or temporary 
staff) from the system, adding another layer of security to 
the program. 

Conclusion
The pandemic has accelerated the use of POCT. Many clinicians 
who had not performed lab testing began performing COVID-19 
and other types of tests. A data management system can ensure 
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1. What is one of the most important responsibilities 
of the point-of-care coordinator (POCC) (or 
technical consultant)?

	{ A. Operator management
	{ B. Time management
	{ C. Patient management
	{ D. All of the above

2. The medical director and the POCC are 
responsible for ensuring that testing personnel, 
often referred to as__________________, are 
trained and competent to perform testing.

	{ A. POCT staff
	{ B. CNAs
	{ C. Device operators
	{ D. Disease managers

3. A POCT data management system allows 
the POCC to enter all operators into a single 
electronic data base.

	{ A. True 	{ B. False
4. A data management system will allow the POCC 

to enable an automatic recertification for device 
operators based on very specific criteria that 
must be performed successfully for the operator 
to continue to perform testing. What does that 
criteria include?

	{ A. Successful completion of quality 
control (QC)

	{ B. Proficiency samples
	{ C. A quiz
	{ D. All of the above

5. Can the POCC view error logs sent to the data 
manager and also document device maintenance 
in the system?

	{ A. Yes
	{ B. No
	{ C. Depends on the device
	{ D. Not enough data given 

6. When devices are connected to the data manager 
in a________________, results come from the 
device(s) into the system and the system can 
also send a list of valid, certified operators to 
the device.  

	{ A. Universal manner
	{ B. Unidirectional manner
	{ C. Uncertified manner
	{ D. Bidirectional manner

7. Personnel performing non-waived testing are 
usually required to have ____________.

	{ A. Education beyond high school diploma
	{ B. Registered Nurse licensure 
	{ C. Respiratory Therapist licensure
	{ D. Doctorate of Osteopathy

8. Having device connectivity and manual test 
entry through the data manager does not allow 
the POCC to manage all test results performed 
outside of the main lab.

	{ A. True 	{ B. False
9. For patient results, the POCC can enable flagging 

for what reasons?

	{ A. For critical results 
	{ B. For results outside the analytical 

measurement range
	{ C. For quality assurance reports
	{ D. A and B

10. When an operator enters the patient ID at 
the device, what information displays on the 
device screen?

	{ A. The patient’s name and insurance 
information

	{ B. The patient’s name and address
	{ C. The patient’s name and date of birth
	{ D. The patient’s name

11. _______________allow the reviewer to look for 
trends and shifts in QC and address issues 
accordingly and show the statistical analysis 
for each device, including range, mean, 
standard deviation, and percent coefficient of 
variation (%CV).  

	{ A. Levey-Jennings (L-J) charts
	{ B. QC outliers
	{ C. Running patient tests
	{ D. Additional review notes

12. What can alert the POCC to possible issues 
with a device or the need for retraining if a 
specific operator continues to struggle with 
performing QC?

	{ A. Accreditation inspector
	{ B. Failed QC results
	{ C. Unsuccessful external controls
	{ D. Failed patient testing

13. How often do most moderately complex devices 
require linearity?

	{ A. Upon initial implementation
	{ B. Every month
	{ C. Once a year
	{ D. Every 6 months 

14. Why is it crucial for the POCC to be able to have 
one place to review and store those records 
electronically?

	{ A. To reduce printing costs
	{ B. A and C
	{ C. To increase efficiency
	{ D. To reduce spatial needs  

15. Proficiency samples are run at the device and 
downloaded to the data manager. The results 
can be reviewed and stored electronically 
__________________.

	{ A. With the proficiency testing provider
	{ B. In the monitoring device
	{ C. In the data management system
	{ D. Within the assessment folder

16. Where is manual test result information sent, if 
all information is entered correctly?

	{ A. Patient’s electronic medical record (EMR)
	{ B. Patient’s handwritten chart
	{ C. Into a kit lot
	{ D. Into an internal QC report

17. The POCC can enter the test materials 
with________________, along with acceptable 
ranges for QC and linearity.

	{ A. Kit lot number
	{ B. Current inventory
	{ C. Patient’s name
	{ D. Manufacturer’s expiration date

18. Why is being able to track all lot numbers and 
inventory in the data management system 
beneficial?

	{ A. It avoids operator confusion
	{ B. It ensures test materials are validated 

prior to use
	{ C. It eliminates the need for paper logs 
	{ D. B and C

19. A POCT data management system will provide 
the ability for the POCC to generate various 
reports such as ____________________, which 
can be used as part of the laboratory’s key 
performance indicators. 

	{ A. Number of patients’ testing/month
	{ B. Critical values for a given time period
	{ C. Supply inventory usage
	{ D. Performance training schedules

20. A data management system may provide the 
POCC with the ability to create quizzes and assign 
them to the operators as part of their competency 
assessment. The successful completion of the 
quiz can be used ___________________.

	{ A. As grounds for a pay increase
	{ B. To ensure job security
	{ C. To allow permission-based access to 

the system
	{ D. As criteria for auto-recertification
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